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Larger weight: � n=(2 lgn).
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2 of weight 150.
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hidden Goppa-code structure
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Namely: K = SHP for secret

(n=2)� (n=2) invertible matrix S,

(n=2)� n Goppa matrix H,

n� n permutation matrix P .

Detecting this structure

seems even more difficult

than attacking random K.
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Decoding Goppa codes

1975 Patterson: Given Hm,

can quickly find m
if weight of m is � t.
Given ciphertext Km = SHPm:

receiver computes HPm
by applying secret S�1;

decodes H to obtain Pm
by Patterson’s algorithm;

computes message m
by applying secret P�1.
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Patterson input is r 2 Fq[x]=g
having form

P
imi=(x� ai)

where m 2 Fn2 has weight � t.
Output will be m.

If r = 0, output 0 and stop.

If r 6= 0:

Lift
p
r�1 � x from Fq[x]=g

to s 2 Fq[x] of degree < t.
Consider lattice L � Fq[x]2

generated by (s; 1) and (g; 0).

Define length of (�; �)

as norm of �2 + x�2.

Find a minimum-length

nonzero vector (�0; �0) 2 L.
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time algorithm for v � n1=4+�.
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of Reed–Solomon codes.

Can build grand unified picture

of “Coppersmith-type” algorithms
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to find small-height values
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