Post-quantum cryptography

D. J. Bernstein
University of lllinois at Chicago

“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.



Post-quantum cryptography

D. J. Bernstein
University of lllinois at Chicago

“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”



lantum cryptography

ernstein
ity of lllinois at Chicago

“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identitfied.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”

2005 Ic
“Futur

with Q

“Finall
quantu
break

“5Quant
that exp

to proce
the realr

will even



yptography

ois at Chicago

“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”

2005 id Quantiqt
“Future-proof D:
with Quantum C

“Finally, 1t Is alre
quantum comput
break public key

“5Quantum compute
that exploit the laws
to process informatic
the realm of experin

will eventually be bu



cago

“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”

2005 id Quantique white p
“Future-proof Data Confid
with Quantum Cryptograp

“Finally, it 1s already prove

5

quantum computers® will ¢

break public key cryptogra,

“5Quantum computers are comp
that exploit the laws of quantun
to process information. They are
the realm of experimental resear:

will eventually be built.”



“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”

2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, 1t is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”



“If a quantum computer is
created ... then the levels of
security that we now have to
protect our information on
computers will be worthless. It is
absolutely essential that quantum
cryptography be developed out
before quantum computers
become a reality.”

Calgary press release, 2004.
Author not clearly identified.
Barry Sanders named as contact.

2009 Sanders: “l am not
responsible for this press release.”

2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, 1t is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”

2009 id Quantique erratum:
“MOST CURRENTLY USED

public key algorithms.”



lantum computer Is

| ... then the levels of

v that we now have to
our information on

ters will be worthless. It Is
ely essential that quantum
rraphy be developed out
quantum computers

2 a reality.”

/ press release, 2004,
not clearly identified.
>anders named as contact.

anders: "l am not
sible for this press release.”

2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, it is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”

2009 id Quantique erratum:
“MOST CURRENTLY USED

public key algorithms.”

“Once
energy
compu
to prov
most e
standal
other s
compu
will fal

(Magic
the "e



ymputer Is

the levels of
now have to
mation on

e worthless. It is
lal that quantum
developed out
computers

2ase, 2004.
y identified.
'med as contact.

' am not
IS press release.”

2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, 1t is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”

2009 id Quantique erratum:
“MOST CURRENTLY USED

public key algorithms.”

“Once the enorm
energy boost tha
computers are ex
to provide hits ti
most encryption
standards—and :
other standard b
computational di
will fall, experts

(Magiq's web sit
the “experts” are



of

s. |t i1s
lantum

out

yntact.

|ease.”

2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, it is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”

2009 id Quantique erratum:
“MOST CURRENTLY USED

public key algorithms.”

“Once the enormous
energy boost that quantun
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts’ aren’'t namec



2005 id Quantique white paper
“Future-proof Data Confidentiality
with Quantum Cryptography”:

“Finally, 1t is already proven that
quantum computers® will allow to

break public key cryptography.

“5Quantum computers are computers
that exploit the laws of quantum physics
to process information. They are still in
the realm of experimental research, but

will eventually be built.”

2009 id Quantique erratum:
“MOST CURRENTLY USED

public key algorithms.”

“Once the enormous
energy boost that quantum
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts” aren't named)



] Quantique white paper
e-proof Data Confidentiality
uantum Cryptography":

v, 1t Is already proven that
m computers® will allow to

yublic key cryptography.

um computers are computers
loit the laws of quantum physics
ss information. They are still in
n of experimental research, but

tually be built.”

| Quantique erratum:
[ CURRENTLY USED
key algorithms.”

“Once the enormous
energy boost that quantum
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts” aren't named)

s cryp:

Imagin
15 yeat
someor
SUCCESS
of a lai

New Y
“INTE
KILLE

Users

What |



1e white paper
ta Confidentiality

ryptography' :

ady proven that
ers® will allow to

cryptograpny.

2rs are computers
-of quantum physics
n. They are still in
iental research, but

it.”

le erratum:
NTLY USED

‘hms.

“Once the enormous
energy boost that quantum
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts” aren't named)

Is cryptography ¢

Imagine:

15 years from no
someone announ
successful constr
of a large quantt

New York Times
“INTERNET CR
KILLED BY PH

Users panic.

What happens tc



aper

entiality

Ny

n that

1
D

ow to

ny.

uters

|

physics

» still In

ch, but

=D

“Once the enormous
energy boost that quantum
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts” aren't named)

Is cryptography dead?

Imagine:

15 years from now
someone announces
successful construction

of a large quantum compu

New York Times headline:
“INTERNET CRYPTOGR,

KILLED BY PHYSICIST S

Users panic.

What happens to cryptogr:



“Once the enormous
energy boost that quantum
computers are expected

to provide hits the street,
most encryption security
standards—and any

other standard based on
computational difficulty—
will fall, experts believe.”

(Magiq's web site, 2008;
the “experts” aren't named)

Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?



the enormous

boost that quantum
ters are expected
ide hits the street,
ncryption security
ds—and any
tandard based on
tational difficulty—
|, experts believe.”

's web site, 2008:;
(perts” aren't named)

Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:

“INTERNET CRYPTOGRAPHY
KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: [



I0US

t quantum
pected

e street,
security
ny

ased on
fhiculty—
believe.”

e, 2008;
n't named)

Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY
KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.
DSA: Dead.
ECDSA: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.
HECC in general: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.

HECC in general: Dead.
Buchmann—-Williams: Dead.
Class groups in general: Dead.



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.
HECC in general: Dead.
Buchmann—-Williams: Dead.
Class groups in general: Dead.

“They're all dead, Dave.”



Is cryptography dead?

Imagine:

15 years from now

someone announces
successful construction

of a large quantum computer.

New York Times headline:
“INTERNET CRYPTOGRAPHY

KILLED BY PHYSICISTS.”

Users panic.

What happens to cryptography?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.

HECC in general: Dead.
Buchmann—-Williams: Dead.
Class groups in general: Dead.

“They're all dead, Dave.”

But we have other types of
cryptographic systems!

Hash-based cryptography.
Example: 1979 Merkle hash-tree

public-key signature system.



tography dead? RSA: Dead. Code-|

. DSA: Dead. Examp

| ECDSA: Dead. hidden.

s from now |
ECC in general: Dead. public-

1€ announces |
HECC in general: Dead.

ful construction o Lattic
Buchmann—Williams: Dead.
ge quantum computer. | Examp
Class groups in general: Dead.
ork Times headline: R 1 dead. Dave.” Multiv
RNET CRYPTOGRAPHY ey Te all acat, Lave. equati
D BY PHYSICISTS.” But we have other types of Examp
| |
anic. cryptographic systems! 199;? P
public-
1appens to cryptography? Hash-based cryptography.
Example: 1979 Merkle hash-tree Secret
public-key signature system. Examp

“Rijnd:




lead?

W
ces

uction

Im computer.

headline:
Y PTOGRAPHY

YSICISTS.”

) cryptography?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.

HECC in general: Dead.
Buchmann—-Williams: Dead.
Class groups in general: Dead.

“They're all dead, Dave.”

But we have other types of
cryptographic systems!

Hash-based cryptography.
Example: 1979 Merkle hash-tree
public-key signature system.

Code-based cry
Example: 1978 N
hidden-Goppa-co

public-key encryy

Lattice-based c
Example: 1998 °

Multivariate-qu
equations crypt
Example:

1996 Patarin "H|

public-key signat

Secret-key cryp
Example: 1998 [
"Rijndael” ciphel



ter.

APHY

aphy?

RSA: Dead.

DSA: Dead.

ECDSA: Dead.

ECC in general: Dead.

HECC in general: Dead.
Buchmann—-Williams: Dead.
Class groups in general: Dead.

“They're all dead, Dave.”

But we have other types of
cryptographic systems!

Hash-based cryptography.
Example: 1979 Merkle hash-tree
public-key signature system.

Code-based cryptograph
Example: 1978 McEliece

hic

C

pu

D

en-Goppa-code
iIc-key encryption syste

Lattice-based cryptograr
Example: 1998 "NTRU."

Multivariate-quadratic-

equations cryptography.

Example:
1996 Patarin “HFEY™"
public-key signature systen

Secret-key cryptography.
Example: 1998 Daemen—R
"Rijndael” cipher, aka "AE



RSA: Dead. Code-based cryptography.

DSA: Dead. Example: 1978 McEliece
ECDSA: Dead. hidden-Goppa-code
ECC in general: Dead. public-key encryption system.

HECC in general: Dead.

Lattice-based cryptography.
Buchmann—Williams: Dead. yptography

| Example: 1998 "NTRU.”
Class groups in general: Dead.

Multivariate-quadratic-

“They're all dead, Dave.” :
equations cryptography.

But we have other types of Example:

cryptographic systems! 1996 Patarin "HFEY™"

Hash-based cryptography. public-key signature system.

Example: 1979 Merkle hash-tree Secret-key cryptography.
public-key signature system. Example: 1998 Daemen—Rijmen

“Rijndael” cipher, aka “AES.”




Dead.

Dead.

\: Dead.

- general: Dead.

in general: Dead.
ann—Williams: Dead.
roups in general: Dead.

re all dead, Dave.”

' have other types of
rraphic systems!

yased cryptography.
le: 1979 Merkle hash-tree
key signature system.

Code-based cryptography.
Example: 1978 McEliece
hidden-Goppa-code

public-key encryption system.

Lattice-based cryptography.
Example: 1998 "NTRU."

Multivariate-quadratic-
equations cryptography.
Example:

1996 Patarin “HFEY™"

public-key signature system.

Secret-key cryptography.
Example: 1998 Daemen—Rijmen
“Rijndael” cipher, aka “AES.”




Dead.
- Dead.

ams: Dead.
eneral: Dead.

1, Dave.”

er types of
stems!

ptography.
Aerkle hash-tree
ure system.

Code-based cryptography.
Example: 1978 McEliece
hidden-Goppa-code

public-key encryption system.

Lattice-based cryptography.
Example: 1998 "NTRU."

Multivariate-quadratic-
equations cryptography.
Example:

1996 Patarin “HFEY™"

public-key signature system.

Secret-key cryptography.
Example: 1998 Daemen—Rijmen
“Rijndael” cipher, aka “AES.”

Crypto



ead.

h-tree

Code-based cryptography.
Example: 1978 McEliece
hidden-Goppa-code

public-key encryption system.

Lattice-based cryptography.
Example: 1998 "NTRU."

Multivariate-quadratic-
equations cryptography.
Example:

1996 Patarin “HFEY™"

public-key signature system.

Secret-key cryptography.
Example: 1998 Daemen—Rijmen
“Rijndael” cipher, aka “AES.”

Daniel J. Bernst

Johannes Buchm:
Erik Dah

Post-Quantun
Cryptograph

@ Sprin;



Code-based cryptography.
Example: 1978 McEliece
hidden-Goppa-code

public-key encryption system.

Lattice-based cryptography.
Example: 1998 "NTRU."

Multivariate-quadratic-
equations cryptography.
Example:

1996 Patarin “HFEY™"

public-key signature system.

Secret-key cryptography.
Example: 1998 Daemen—Rijmen
“Rijndael” cipher, aka “AES.”

Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

Post-Quantum
Cryptography

@ Springer



based cryptography.
le: 1978 McEliece
-Goppa-code

key encryption system.

2-based cryptography.
le: 1998 "NTRU.”

ariate-quadratic-
ons cryptography.
le:

atarin “HFEY™"

key signature system.

-key cryptography.
le: 1998 Daemen—Rijmen
el cipher, aka "AES.”

Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

Post-Quantum
Cryptography

@ Springer

Bernst:
pPoOSst-qL

Hallgre
"Quan

Buchm
“Hash-

scheme

Overbe

“Code-
Miccial
“Lattic
Ding,
public



ptography.
/AcEliece
de

tion system.

ryptography.
NTRU.”

adratic-
ography.

FEVTT

ure system.

tography.
Daemen—Rijmen
- aka “AES."

Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

Post-Quantum
Cryptography

@ Springer

Bernstein: “Intrc
post-quantum cr

Hallgren, Vollme
"Quantum comp

Buchmann, Dahi
"Hash-based dig]
schemes.”

Overbeck, Sendr

“Code-based cry

Micciancio, Rege
“Lattice-based ci

Ding, Yang: “Mi
public key cryptc



jmen

S

Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

Post-Quantum
Cryptography

@ Springer

Bernstein: “Introduction t«
post-quantum cryptograph

Hallgren, Vollmer:
“Quantum computing.”

Buchmann, Dahmen, Szyd
"Hash-based digital signati
schemes.”

Overbeck, Sendrier:

“Code-based cryptography

Micciancio, Regev:
“Lattice-based cryptograpt

Ding, Yang: “Multivariate
public key cryptography.”



Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

Post-Quantum
Cryptography

@ Springer

Bernstein: “Introduction to
post-quantum cryptography.”

Hallgren, Vollmer:
"Quantum computing.”

Buchmann, Dahmen, Szydlo:
"Hash-based digital signature
schemes.”

Overbeck, Sendrier:

“Code-based cryptography.”

Micciancio, Regev:
“Lattice-based cryptography.”

Ding, Yang: “Multivariate
public key cryptography.”



Daniel J. Bernstein

Johannes Buchmann
Erik Dahmen

Editors

ost-Quantum
ryptography

@ Springer

Bernstein: “Introduction to
post-quantum cryptography.”

Hallgren, Vollmer:
“Quantum computing.”

Buchmann, Dahmen, Szydlo:
"Hash-based digital signature
schemes.”

Overbeck, Sendrier:

“Code-based cryptography.”

Micciancio, Regev:

“Lattice-based cryptography.”

Ding, Yang: “Multivariate
public key cryptography.”

The M

Recelve
500 x
Specifi

Messag
1024-b
ie., {m

Encryp

Can us
to encr



Daniel J. Bernstein

ohannes Buchmann
Erik Dahmen

Editors

lantum
jraphy

@ Springer

Bernstein: “Introduction to
post-quantum cryptography.”

Hallgren, Vollmer:
"Quantum computing.”

Buchmann, Dahmen, Szydlo:
"Hash-based digital signature
schemes.”

Overbeck, Sendrier:

“Code-based cryptography.”

Micciancio, Regev:
“Lattice-based cryptography.”

Ding, Yang: “Multivariate
public key cryptography.”

The McEliece cn

Recelver's public
500 x 1024 matr
Specifies linear F

Messages suitabl
1024-bit strings «
e., {m ¢ 10

#{t:my
Encryption of m

Can use m as se
to encrypt much



¥
2Ex

Bernstein: “Introduction to
post-quantum cryptography.”

Hallgren, Vollmer:
“"Quantum computing.”

Buchmann, Dahmen, Szydlo:
"Hash-based digital signature
schemes.”

Overbeck, Sendrier:

“Code-based cryptography.”

Micciancio, Regev:
“Lattice-based cryptography.”

Ding, Yang: “Multivariate
public key cryptography.”

The McEliece cryptosysten

Recelver’'s public key: “ran
500 x 1024 matrix K over
Specifies linear F%O% — FE

Messages suitable for encn
1024-bit strings of weight '
e, {m € F102¢

#{i:m¢:1}:5(
Encryption of m is Km &

Can use m as secret AES |
to encrypt much more dat:



Bernstein: “Introduction to
post-quantum cryptography.”

Hallgren, Vollmer:
"Quantum computing.”

Buchmann, Dahmen, Szydlo:
"Hash-based digital signature
schemes.”

Overbeck, Sendrier:

“Code-based cryptography.”

Micciancio, Regev:
“Lattice-based cryptography.”

Ding, Yang: “Multivariate
public key cryptography.”

The McEliece cryptosystem

Receiver’'s public key: “random”
500 x 1024 matrix K over F».
Specifies linear F%OM — Fgoo.

Messages suitable for encryption:
1024-bit strings of weight 50;
e, {m € F102¢

#{i .y, — 1} — 50}.
: : 500
Encryption of m i1s Km € F5*°.

Can use m as secret AES key
to encrypt much more data.



2in: “Introduction to
lantum cryptography.”

n, Vollmer:

tum computing.”

ann, Dahmen, Szydlo:
based digital signature

S.

ck, Sendrier:
based cryptography.”

ncio, Regev:
e-based cryptography.”

‘ang: “Multivariate
key cryptography.”

The McEliece cryptosystem

Receiver’s public key: “random”

500 x 1024 matrix K over F».
Specifies linear F%OM — Fgoo.

Messages suitable for encryption:

1024-bit strings of weight 50;
e, {m € F1024

#{i .My — 1} — 50}.
Encryption of m is Km & FSOO.

Can use m as secret AES key
to encrypt much more data.

Attack
can ea:
from K
such tk

l.e. At
elemen
Note tl

Attack
to find
at dist:
Presun

But de



duction to
yptography.”
r:

uting.”

nen, Szydlo:
tal signature

er:
otography.”
V.
yptography.”
iltivariate
graphy.”

The McEliece cryptosystem

Receiver’'s public key: “random”
500 x 1024 matrix K over F».
Specifies linear F%OM — Fgoo.

Messages suitable for encryption:

1024-bit strings of weight 50;
e, {m € F1024

#{i .y — 1} — 50}.
: : 500
Encryption of m i1s Km € F5*°.

Can use m as secret AES key
to encrypt much more data.

Attacker, by line;
can easily work &
from Km to son
such that Kv =

1.e. Attacker finc

element v € m +
Note that #Ker!/

Attacker wants t
to find element ¢
at distance only
Presumably unig

But decoding isn



lre

1.

The McEliece cryptosystem

Receiver’'s public key: “random”
500 x 1024 matrix K over F».
Specifies linear F%OM — Fgoo.

Messages suitable for encryption:

1024-bit strings of weight 50;
e, {m € F1024

#{i .My — 1} — 50}.
Encryption of m is Km & FSOO.

Can use m as secret AES key
to encrypt much more data.

Attacker, by linear algebra,
can easily work backwards
from Km to some v € F%C
such that Kv = Km.

I.e. Attacker finds some

element v € m + KerK.
Note that #KerK > 2°%4

Attacker wants to decode -
to find element of KerK

at distance only 50 from v
Presumably unique, reveali

But decoding isn't easy!



The McEliece cryptosystem

Receiver’'s public key: “random”
500 x 1024 matrix K over F».
Specifies linear F%OM — Fgoo.

Messages suitable for encryption:

1024-bit strings of weight 50;
e, {m € F1024

#{i .y — 1} — 50}.
: : 500
Encryption of m i1s Km € F5*°.

Can use m as secret AES key
to encrypt much more data.

Attacker, by linear algebra,
can easily work backwards
from Km to some v € F%OM

such that Kv = Km.

1.e. Attacker finds some

element v € m + KerK.
Note that #KerK > 2°%4

Attacker wants to decode v:
to find element of KerK
at distance only 50 from wv.

Presumably unique, revealing m.

But decoding isn't easy!



cEliece cryptosystem

r's public key: “random”
1024 matrix K over F».
es |inear F%OM — Fgoo.

res suitable for encryption:

it strings of weight 50;

tion of mis Km &€ FSOO.

e m as secret AES key
ypt much more data.

Attacker, by linear algebra,

can easily work backwards

from Km to some v €

1024
F2

such that Kv = Km.

I.e. Attacker finds some

€

ement v € m + KerK.

Note that #KerK > 2°%4

Attacker wants to decode v:
to find element of KerK
at distance only 50 from wv.

Presumably unique, revealing m.

But decoding isn't easy!

Inform:

Choose

S C {1

For tyf
that F:

IS InVver

Hope 1

Apply |
revealir



/ptosystem

key: “random”

Ix K over F».

1024 500
5 %Fz.

e for encryption:

ot weight 50;

= 1} = 50}.
s Km € FSOO.

cret AES key
more data.

Attacker, by linear algebra,
can easily work backwards
from Km to some v € F%OM

such that Kv = Km.

1.e. Attacker finds some

element v € m + KerK.
Note that #KerK > 2°%4

Attacker wants to decode v:
to find element of KerK
at distance only 50 from wv.

Presumably unique, revealing m.

But decoding isn't easy!

Information-set ¢

Choose random
S$C{1,23,...,

For typical K: G
that F5 < F30%

Is invertible.

Hope m & F5: c
Apply inverse mz
revealing m if m

If m & Ff, try a
~ 280 operations



Attacker, by linear algebra,
can easily work backwards
from Km to some v € F%O%

such that Kv = Km.

I.e. Attacker finds some

element v € m + KerK.
Note that #KerK > 2°%4

Attacker wants to decode v:
to find element of KerK
at distance only 50 from wv.

Presumably unique, revealing m.

But decoding isn't easy!

Information-set decoding

Choose random size-500 st
5SC{1,23,...,1024}.

For typical K: Good chanc

S 1024 K | 5
that F5 — F; > F>
s Invertible.

Hope m & F>: chance ~ 2
Apply inverse map to K'm,
revealing m if m & Fg.

If m & Fg, try again.
~ 250 operations overall.



Attacker, by linear algebra,
can easily work backwards
from Km to some v € F%OM

such that Kv = Km.

1.e. Attacker finds some

element v € m + KerK.
Note that #KerK > 2°%4

Attacker wants to decode v:
to find element of KerK
at distance only 50 from wv.

Presumably unique, revealing m.

But decoding isn't easy!

Information-set decoding

Choose random size-500 subset
S$C{1,23,...,1024}.

For typical K: Good chance
that F3 — F1024 K, 500

Is invertible.

Hope m & F>: chance ~ 2723
Apply inverse map to Km,
revealing m if m & Fg.

It m & Fg, try again.
~ 250 operations overall.



or, by linear algebra,
sily work backwards
‘m to some v € F%OM
1at Kv = Km.

tacker finds some
tvem+ KerK.
at #KerK > 2924

or wants to decode v:
element of KerK
ance only 50 from wv.

1ably unique, revealing m.

coding isn't easy!

Information-set decoding

Choose random size-500 subset
5$C{1,23,..., 1024},

For typical K: Good chance
that F3 « F1024 K, 500
s Invertible.

Hope m & Fg; chance ~ 2723

Apply inverse map to Km,
revealing m if m & Fg.

If m & Fg, try again.
~ 250 operations overall.

Variou:s
1988 L
1988 L
1989 S
1990 v
1994 C
1998 C
1998 C
208 Al

2008 E
further
298 Co
carried



ar algebra,

ackwards
e v € L0

Km.

s some

- KerK.
(> 2924

0 decode v:
f KerK
50 from w.

ue, revealing m.

't easy!

Information-set decoding

Choose random size-500 subset
S$C{1,23,..., 1024} .

For typical K: Good chance
that F3 « F1024 K, 500
s Invertible.

Hope m & Fg; chance ~ 2723,

Apply inverse map to Km,
revealing m if m & Fg.

If m & Fg, try again.
~ 250 operations overall.

Various improver
1988 Lee—Brickel
1988 Leon:

1989 Stern;

1990 van Tilburg
1994 Canteaut—(
1998 Canteaut—(
1998 Canteaut—S
208 Alpha cycles.

2008 Bernstein—I
further improven

298 Core 2 Quad
carried out succe



24

ng m.

Information-set decoding

Choose random size-500 subset
5$C{1,23,..., 1024},

For typical K: Good chance
that F3 « F1024 K, 500
s Invertible.

Hope m & Fg; chance ~ 2723

Apply inverse map to Km,
revealing m if m & Fg.

If m & Fg, try again.
~ 250 operations overall.

Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Pet

further improvements;
298 Core 2 Quad cycles;
carried out successfully!




Information-set decoding

Choose random size-500 subset
S$C{1,23,..., 1024} .

For typical K: Good chance
that F3 « F1024 K, 500
s Invertible.

Hope m & Fg; chance ~ 2723,

Apply inverse map to Km,
revealing m if m & Fg.

If m & Fg, try again.
~ 250 operations overall.

Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Peters:

further improvements;
298 Core 2 Quad cycles;
carried out successfully!




ation-set decoding

 random size-500 subset
2.3 ..., 1024},

ical K: Good chance

)5 SN F%OM K, FgOO

tible.

n c Fg; chance ~ 2723

nverse map to Km,
g m it mée Ff.

Fg, try again.
operations overall.

Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Peters:

further improvements;
298 Core 2 Quad cycles;
carried out successfully!

1988 L
Hope t
for son
Reuse
for all

1989 S
Hope t
for low
Search
functio

2008 E

MOre r¢



lecoding

51ze-500 subset
1024} .

ood chance
. K . 500
) F2

hance ~ 2723

p to Km,
€F5.

rain.

~overall.

Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Peters:

further improvements;
298 Core 2 Quad cycles;
carried out successfully!

1988 Lee—Brickel
Hope that m +
for some weight-
Reuse one matri
for all choices of

1989 Stern idea:
Hope that m + ¢
for low-weight ve
Search for collisi
function of e, ful

2008 Bernstein—I
more reuse, optir



1bset

—93

Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Peters:

further improvements;
298 Core 2 Quad cycles;
carried out successfully!

1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m + e+ e’ € F.
for low-weight vectors e, e’
Search for collision betwee
function of e, function of ¢

2008 Bernstein—Lange—Pet
more reuse, optimization, e



Various improvements:
1988 Lee—Brickell:

1988 Leon:

1989 Stern;

1990 van Tilburg;

1994 Canteaut—Chabanne:
1998 Canteaut—Chabaud;
1998 Canteaut—Sendrier.
208 Alpha cycles.

2008 Bernstein—Lange—Peters:

further improvements;
298 Core 2 Quad cycles;
carried out successfully!

1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e.
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m +e + €' € Fg
for low-weight vectors e, e’.

Search for collision between
function of e, function of e’.

2008 Bernstein—Lange—Peters:
more reuse, optimization, etc.



5 Improvements:
ee—Brickell:

eon:

tern;

an Tilburg;
anteaut—Chabanne;

anteaut—Chabaud:
anteaut—Sendrier.
ha cycles.

ernstein—Lange—Peters:

Improvements;
re 2 Quad cycles;

out successfully!

1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e.
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m +e + €' & Fg
for low-weight vectors e, e’.
Search for collision between
function of e, function of e’.

2008 Bernstein—Lange—Peters:
more reuse, optimization, etc.

Moder

Easily |
a large

(n/2)
e.g., 1¢

Larger
e.g.m

All knc
roughly
For mt
see 20(
Peters-



nents:
l;

NdDaNNeE,

r-
) !
-
-

nabaud:
yendrier.

_ange—Peters:

1ents;
CycCles;

sstully!

1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e.
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m +e + €' & Fg
for low-weight vectors e, e’.

Search for collision between
function of e, function of e’.

2008 Bernstein—Lange—Peters:
more reuse, optimization, etc.

Modern McEliec

Easily rescue syst
a larger public ke
(n/2) X n matri;
e.g., 1800 x 360(

Larger weight: ~
e.g.MmeE F§6OO 0

All known attack
roughly 2n/(2lgn
For much more
see 2009 Bernste

Peters—van Tilbo



ers.

1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e.
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m +e + €' & Fg
for low-weight vectors e, e’.

Search for collision between
function of e, function of e’.

2008 Bernstein—Lange—Peters:
more reuse, optimization, etc.

Modern McEliece

Easily rescue system by usi
a larger public key: “randc
(n/2) X n matrix K over |

e.g., 1800 x 3600.

Larger weight: ~ n/(2lgn
e.g.méE F:23600 of weight 1

All known attacks scale ba
roughly 27/(2187) gperatio
For much more precise ana
see 2009 Bernstein—Lange-
Peters—van Tilborg.



1988 Lee—Brickell idea:
Hope that m + e € Fg

for some weight-2 vector e.
Reuse one matrix inversion
for all choices of e.

1989 Stern idea:

Hope that m +e + €' € Fg
for low-weight vectors e, e’.

Search for collision between
function of e, function of e’.

2008 Bernstein—Lange—Peters:
more reuse, optimization, etc.

Modern McEliece

Easily rescue system by using
a larger public key: “random”
(n/2) X n matrix K over F».
e.g., 1800 x 3600.

Larger weight: ~n/(2Ilgn).
e.g. mc F§6OO of weight 150.

All known attacks scale badly:
roughly 27/(2187) gperations.
For much more precise analysis
see 2009 Bernstein—Lange—
Peters—van Tilborg.



ee—Brickell idea:

hat m + e € Fg

1e weight-2 vector e.
one matrix inversion
choices of e.

tern idea:

hat m+e+ e € Fg
~weight vectors e, e’.

for collision between

n of e, function of ¢’

ernstein—Lange—Peters:
suse, optimization, etc.

Modern McEliece

Easily rescue system by using
a larger public key: “random”
(n/2) X n matrix K over F».
e.g., 1800 x 3600.

Larger weight: &~ n/(21lgn).
e.g. mc F:23600 of weight 150.

All known attacks scale badly:
roughly 27/(2187) gperations.
For much more precise analysis
see 2009 Bernstein—Lange—
Peters—van Tilborg.

Recelve
public

hidden
that al

Namel
(n/2)
(n/2)

nXxmn

Detect
seems
than af



| Idea:
> Fg
2 vector e.
< Inversion

e.

>+ e € Fg
ctors e, e’.

on between
\ction of €.

_ange—Peters:
nization, etc.

Modern McEliece

Easily rescue system by using
a larger public key: “random”
(n/2) X n matrix K over F».
e.g., 1800 x 3600.

Larger weight: ~n/(2lgn).
e.g. mc F§6OO of weight 150.

All known attacks scale badly:
roughly 27/(2187) gperations.
For much more precise analysis
see 2009 Bernstein—Lange—
Peters—van Tilborg.

Recelver secretly
public key K wit
hidden Goppa-co
that allows fast ¢

Namely: K = 51
(n/2) X (n/2) in
(n/2) x n Gopp:
n X n permutati

Detecting this st
seems even more
than attacking re



ers.
tC.

Modern McEliece

Easily rescue system by using
a larger public key: “random”
(n/2) X n matrix K over F».
e.g., 1800 x 3600.

Larger weight: &~ n/(21lgn).
e.g. mc F:23600 of weight 150.

All known attacks scale badly:
roughly 27/(2187) gperations.
For much more precise analysis
see 2009 Bernstein—Lange—
Peters—van Tilborg.

Recelver secretly generates
public key K with a
hidden Goppa-code structt
that allows fast decoding.

Namely: K = SHP for se
(n/2) x (n/2) invertible mr
(n/2) x n Goppa matrix F
n X n permutation matrix

Detecting this structure
seems even more difficult
than attacking random K.



Modern McEliece

Easily rescue system by using
a larger public key: “random”
(n/2) X n matrix K over F».
e.g., 1800 x 3600.

Larger weight: ~n/(2lgn).
e.g. mc F§6OO of weight 150.

All known attacks scale badly:
roughly 2/(2187) gperations.
For much more precise analysis
see 2009 Bernstein—Lange—
Peters—van Tilborg.

Receiver secretly generates
public key K with a

hidden Goppa-code structure
that allows fast decoding.

Namely: K = SHP for secret
(n/2) x (n/2) invertible matrix S,
(n/2) x n Goppa matrix H,

n X n permutation matrix P.

Detecting this structure
seems even more difficult
than attacking random K.



1 McEliece

rescue system by using
r public key: “random”
X . matrix K over F».

300 x 3600.

weight: ~n/(2lgn).
S F:23600 of weight 150.

wn attacks scale badly:
, on/(21gn) operations.
ich more precise analysis
)9 Bernstein—Lange—
-van Tilborg.

Recelver secretly generates
public key K with a

hidden Goppa-code structure
that allows fast decoding.

Namely: K = SHP for secret
(n/2) x (n/2) invertible matrix S,
(n/2) x n Goppa matrix H,

n X n permutation matrix P.

Detecting this structure
seems even more difficult
than attacking random K.

Goppa

Fix g €
t €2,
n € {t

e.g. q
or g =

Recelve
the par
for the
iIrreduc
binary

a moni
polyno
distinc



v

tem by using
y: “random’”
x K over F».

).

s n/(2lgn).
f weight 150.

s scale badly:
) operations.
recise analysis
In—Lange—

rg.

Receiver secretly generates
public key K with a

hidden Goppa-code structure
that allows fast decoding.

Namely: K = SHP for secret
(n/2) x (n/2) invertible matrix S,
(n/2) x n Goppa matrix H,

n X n permutation matrix P.

Detecting this structure
seems even more difficult
than attacking random K.

Goppa codes

Fix g € {8, 16, 32
te{2,3,...,](q
nec{tlgg+11t
eg. g =1024, ¢
or g = 4096, t =

Receiver’'s matrix
the parity-check
for the classical |
irreducible lengtl

binary Goppa cot
a monic degree-t
polynomial g € F
distinct a1, as, ..



dly:
ns.
lysis

Recelver secretly generates
public key K with a

hidden Goppa-code structure
that allows fast decoding.

Namely: K = SHP for secret
(n/2) x (n/2) invertible matrix S,
(n/2) x n Goppa matrix H,

n X n permutation matrix P.

Detecting this structure
seems even more difficult
than attacking random K.

Goppa codes

Fix g € {8,16,32, ...}

te{2,3,...,1(¢—1)/lgg
ne{tlgg+1,tlgg+2,.
e.g. g =1024, 1t =50, n =
or g = 4096, t = 150, n =

Receiver's matrix H iIs

the parity-check matrix
for the classical (genus-0)
irreducible length-n degree

binary Goppa code defined
a monic degree-t irreducibl

polynomial g € Fy|z] anc
distinct a1, a»,...,an € F,



Receiver secretly generates
public key K with a

hidden Goppa-code structure
that allows fast decoding.

Namely: K = SHP for secret
(n/2) x (n/2) invertible matrix S,
(n/2) x n Goppa matrix H,

n X n permutation matrix P.

Detecting this structure
seems even more difficult
than attacking random K.

Goppa codes

Fix g € {8,16,32, ...}
te{2,3,..., (g 1)/lgq)k
ne{tlgg+1tlgg+2,..., q}.
e.g. g =1024, t =50, n = 1024.
or g = 4096, t = 150, n = 3600.

Receiver’'s matrix H is

the parity-check matrix

for the classical (genus-0)
irreducible length-n degree-t

binary Goppa code defined by
a monic degree-t irreducible

polynomial g € Fy|z] anc
distinct a1, ao, ..., an € Fq.



r secretly generates
key K with a
Goppa-code structure
lows fast decoding.

/. K = SHP for secret

X (1/2) invertible matrix S,
x n Goppa matrix H,
permutation matrix P.

ing this structure
even more difficult
tacking random K.

Goppa codes

Fix g € {8,16,32, ...}

te{2,3,....[(¢—-1)/1gq]};
ne{tlgg+1,tlgg+2,..., q}.

e.g. g =1024, t =50, n = 1024.

or g = 4096, t = 150, n = 3600.

Receiver's matrix H iIs

the parity-check matrix

for the classical (genus-0)
irreducible length-n degree-t

binary Goppa code defined by
a monic degree-t irreducible

polynomial g € Fy|z] anc
distinct a1, a0, ..., an € Fq.

... Whi

View e

as a CC
Then /



generates

h a

de structure
lecoding.

H P for secret
vertible matrix S,
Y matrix H,

on matrix P.

ructure

difficult
yndom K.

Goppa codes

Fix g € {8,16,32, ...}

te{2,3,....[(¢—1)/lgq]};
ne{tlgg+1tlgg+2,..., q}.

e.g. g =1024, t =50, n = 1024.

or g = 4096, t = 150, n = 3600.

Receiver's matrix H is

the parity-check matrix

for the classical (genus-0)
irreducible length-n degree-t

binary Goppa code defined by
a monic degree-t irreducible

polynomial g € Fy|z] anc
distinct a1, ao, ..., an € Fq.

...which means:

View each eleme

as a column in F
Then H : F'g — |



e

“ret
atrix S,

Goppa codes

Fix g € {8,16,32, ...}

te{2,3,....[(¢—-1)/1gq]};
ne{tlgg+1,tlgg+2,..., q}.

e.g. g =1024, t =50, n = 1024.

or g = 4096, t = 150, n = 3600.

Receiver's matrix H iIs

the parity-check matrix

for the classical (genus-0)
irreducible length-n degree-t

binary Goppa code defined by
a monic degree-t irreducible

polynomial g € Fy|z] anc
distinct a1, a0, ..., an € Fq.

...which means: H =

View each element of F,; h
: I
as a column In Fzgq.

Then H : F2 — F,'89



Goppa codes

Fix g € {8,16,32, ...}

te{2,3,....[(¢—1)/lgq]};
ne{tlgg+1tlgg+2,..., q}.

e.g. g =1024, t =50, n = 1024.

or g = 4096, t = 150, n = 3600.

Receiver's matrix H is

the parity-check matrix

for the classical (genus-0)
irreducible length-n degree-t

binary Goppa code defined by
a monic degree-t irreducible

polynomial g € Fy|z] anc
distinct a1, ao, ..., an € Fq.

...which means: H =

(L L)

View each element of F, here

: I
as a column In Fzgq.
I
Then H : F — F;,89,



codes

{8,16,32, ...}

SH (g—1)/lgq]};
lgg+1,tlgg+2,..., q}t.

— 1024, £ =50, n = 1024.

4096, t = 150, n = 3600.

r's matrix H s
1ty-check matrix
classical (genus-0)
ible length-n degree-t

Goppa code defined by
c degree-t irreducible

mial g € Fy|z] anc

...which means: H =

View each element of F, here

: I
as a column In Fzgq.
I
Then H : F — F;,89,

More L
the ma
from F

H is th
where
and Fy

g/z],
One-lir

g —4(




S
—1)/lgql}
lgg+2,..., g}
= 50, n = 1024.
150, n = 3600.

 H is

matrix

genus-0)

-n degree-t

e defined by
irreducible

glz] anc

., an € Fg.

...which means: H =

(L L)

View each element of F, here

: I
as a column In Fzgq.
I
Then H : F — F;,89,

More useful view
the map m — )
from FJ to F4lz

H i1s the matrix f
where Fg has stz

and F4[z]/g has
9/z], [9/2]. .

One-line proof: |

g —g(a;) _ Z

720




.. g}

- 1024.

3600.

...which means: H =

(L L)

View each element of F, here

: I
as a column In Fzgq.
I
Then H : F — F;,89,

More useful view: Conside
the mapme— > . m;/(z -
from F3 to F4lz]/g.

H i1s the matrix for this mc
where Fg has standard bac
and F;|z]/g has basis

g/, |g/z%], ..., |g/c*

One-line proof: In Fg[z] h:

g—9(ai) _ e Lg/xﬁ

T — a; .
720




...which means: H =

(1 L)

View each element of Fq here
: I
as a column In Fzgq.

Then H : F2 — F,'89

More useful view: Consider
the mapm— ) . m;/(z — a;)
from F3 to F4lz]/g.

H is the matrix for this map
where F7 has standard basis
and F,[z]/g has basis

g/, |g/z%], ..., |g/zt].

One-line proof: In Fg[z] have

g —g(a;) _ Z ag’ Lg/xjﬂJ |

T — a; .
720




ch means: H =

ach element of F, here

: I
lumn In Fzgq.
n tlgq
- - F2 — F2 .

More useful view: Consider
the map m— ) . m;/(z — a;)
from F3 to F4lz]/g.

H is the matrix for this map
where F7 has standard basis
and F;|z]/g has basis

g/z], |g/z%], ..., |g/zt].

One-line proof: In Fg[z] have

g — g(a;) _ Z C’IZ Lg/xjﬂJ |

T — a; .
720

Decodi

1975 F
can qu
if weigl

Given «
receive
by app
decode
by Pat
compu

by app



nt of F, here

g q
%t lo

gq
F2 .

More useful view: Consider
the map m— ) . m;/(z — a;)
from F3 to F4lz]/g.

H is the matrix for this map
where F7 has standard basis
and F,[z]/g has basis

g/, |g/z%], ..., |g/zt].

One-line proof: In Fg[z] have

g —g(a;) _ Z ag’ Lg/xjﬂJ |

T — a, .
720

Decoding Goppa

1975 Patterson:
can quickly find

if weight of m is

Given ciphertext

recelver compute

by applying secre
decodes H to ob
by Patterson's al

com
by a

outes messag

oplying secre



ere

More useful view: Consider
the map m— ) . m;/(z — a;)
from F3 to F4lz]/g.

H is the matrix for this map
where F7 has standard basis
and F;|z]/g has basis

g/z], |g/z%], ..., |g/zt].

One-line proof: In Fg[z] have

g — g(a;) _ Z C’IZ Lg/xjﬂJ |

T — a; .
720

Decoding Goppa codes

1975 Patterson: Given Hn
can quickly find m
if weight of m is <.

Given ciphertext Km = S|
recelver computes HPm
by applying secret S~1:
decodes H to obtain Pm
by Patterson's algorithm;
computes message m

by applying secret P~ L.



More useful view: Consider
the mapm— > . m;/(z — a;)
from F3 to F4lz]/g.

H is the matrix for this map
where F7 has standard basis
and F,[z]/g has basis

9/z], |g/z%], ..., |g/zt].

One-line proof: In Fg[z] have

g —g(a;) _ Z ag’ Lg/xjﬂJ |

T — a; .
720

Decoding Goppa codes

1975 Patterson: Given Hm,
can quickly find m
if weight of m is <'¢t.

Given ciphertext Km = SHPm:
recelver computes HPm
by applying secret S~1:
decodes H to obtain Pm
by Patterson's algorithm;
computes message m

by applying secret P~ L.



seful view: Consider

pm ) ;m;/(T— aj)
» to Fqlz]/g.

e matrix for this map
Fg has standard basis

[z]/g has basis
Lg/a:QJ, L Lg/a:tJ.

e proof: In Fg[z] have

=Y alloe|

A
7’ 7>0

Decoding Goppa codes

1975 Patterson: Given Hm,
can quickly find m

if weight of m is <.

Given ciphertext Km = SHPm:

recelver computes HPm

by applying secret S~1:
decodes H to obtain Pm
by Patterson's algorithm;

com
by a

putes message m

splying secret P~ L.

Patters
having
where -
Output

If r =1

If r £ |
Lift +/7

to s &

Consid
genera

Define
as norr

Find a

NONZerx



. Consider
amq/(z — aj)

/9.

or this map
\ndard basis
basis

g/t

n Fqlz] have

o |9/

Decoding Goppa codes

1975 Patterson: Given Hm,
can quickly find m

if weight of m is <.

Given ciphertext Km = SHPm:

recelver computes HPm

by applying secret S~1:
decodes H to obtain Pm
by Patterson's algorithm;

com
by a

putes message m

splying secret P71

Patterson input |
having form > .-
where m € F5 h

Output will be
If r =0, output

If r» £ 0:
Lift vr—1 —z fr
to s € Fylz] of d

Consider lattice
generated by (s,

Define length of
as norm of a? +

Find a minimum-

nonzero vector («



]
1S

1VE

Decoding Goppa codes

1975 Patterson: Given Hm,
can quickly find m

if weight of m is <.

Given ciphertext Km = SHPm:

recelver computes HPm

by applying secret S~1:
decodes H to obtain Pm
by Patterson's algorithm;

com
by a

putes message m

splying secret P~ L.

Patterson input is 7 € Fa
having form > . m;/(z — ¢
where m € F5 has weight
Output will be m.

If » = 0, output 0 and stoy

If r # 0:
Lift vVr—1 — z from Fg[z]/
to s € Fy|z| of degree < t.

Consider lattice L C Fg[z]’
generated by (s, 1) and (g,

Define length of (a, B)
as norm of a? - a:,BQ.

Find a minimum-length
nonzero vector (ag,Bp) €
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1975 Patterson: Given Hm,
can quickly find m

if weight of m is <'¢t.

Given ciphertext Km = SHPm:

recelver computes HPm

by applying secret S~1:
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Output will be m.
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generated by (s, 1) and (g, 0).

Define length of (a, B)
as norm of a? + :c,Bz.
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Patterson input is 7 € Fg[z]/g
having form > . m;/(z — a;)

where m € F5 has weight <.

Output will be m.

If » =0, output 0 and stop.
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Why this works:
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Factor ¢g and print m.

Why this works:

Define € = |;.,,, —1(z — a4).
Write € as o + 232 in F,[z].
Have €'/e = r in Fy[z]/g

so 32 /(a® + zB%) = 1/(s° + x)
so s = a/B in Fglz]/9g;

i.e., (a,0B) € L.
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Monic part of ¢g = a% -+ :1:,88 What if Patterson is used for
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Factor €g and print m. .
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Define e = |;.,,, —1(z — a4).
Write € as o + 232 in Fy[z].
Have €' /e = r in Fy[z]/g
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(20,B80), (a1,B1) of L.
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What if Patterson is used for
m having weight > t7

Volume argument fails.

(@, B) ¢ (a0, Bo)Fqlz].

But can compute short basis

(@0,B80), (a1,B1) of L.

Then € Is a linear combination
of €g = a% + :c,Bg

and €1 = a% -+ 33,6%.

Coefficients are small squares;
“small” depends on weight of m.

Divisors 1n residue classes

Want all divisors of n in u
given positive integers u, v
with gcd{v,n} = 1.

Easy if v > nl/?

1984 Lenstra: polynomial-

algorithm for v > nt/3

1997 Konyagin—Pomerance
polynomial-time algorithm

v > n3/10,

1998 Coppersmith—Howgrz
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What if Patterson is used for Divisors In residue classes

m having weight > ¢ Want all divisors of n in © + vZ,

Volume argument fails. given positive integers u, v, n
(o, B) & (a0, Bo)Fqlz]. with gcd{v,n} = 1.

But can compute short basis Easy if v > nl/?

(@0, Bo). (@1, 1) of L. 1984 Lenstra: polynomial-time
Then € is a linear combination algorithm for v > nl/3.

of €g = a% -+ (13,38
and €1 = a% + a:,Bf.
Coefficients are small squares;

1997 Konyagin—Pomerance:

polynomial-time algorithm for

v > n3/10

“small” depends on weight of m.
1998 Coppersmith—Howgrave-

Graham—Nagaraj: polynomial-
time algorithm for v > nl/4te,
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given positive integers u, v, n
with gcd{v,n} = 1.

Easy if v > nl/2

1984 Lenstra: polynomial-time
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Tweak parameters

in the same algorithm

to find all divisors of n that are
linear combinations of u, v
with small coprime coefficients.

Apply to the Goppa situation:
analogous algorithm finds all
divisors of | |,(z — a;) that are
linear combinations of ¢, €1
with small coprime coefficients.

Compared to Patterson,
pushes allowable weight of m
up to ~ t+t°/n.

New algorithm assumes that ¢;
is coprime to | |;,(z — a;).

Easy to achieve by adding
a small multiple of ¢g to €7.
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