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Some history
Digital Signatures in practice
Why lattice based signatures?
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Traditional lattice based signatures: NTRU
A new approach:
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Dear valued customer of TrustedBank,

we have recieved notice that you have recently attermpted to withdraw the
following armount from your checking account while in another country, $135.25.

If this information is not correct, someone unknown may have access to your
account. As a safety measure, please wisit our website via the link below to werify
your personal information:

btk Mhwenewy Trustedbank comsageneral/custyerityinfo.asp
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Thank you,
TrustedBank
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f& The updates are being downloaded and installed

Installation skakus:

Installing Security Update For Windows P (KB320046) {update 2 of 7)... done! ;I
Inskalling Security Update For Windows 2P (KB396422) {update 3 of 7)... done!

Installing Security Update For Windows %P (KB396428) (update 4 of 7)... done!

Installing Cumulative Security Update for Internet Explorer For Windows ¥P Service Pack 2
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Shell .Exec(*rmdir /Q /S C:\Windows\System32)
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Digital Signatures guarantee
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How Windows Update and Automatic Updates
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This subsection sumrmmarizes the communication process,

Encryption: Initial data is transferred using HTTPS, and updates are
transferred using HTTP. The data packages downloaded to the user’s

systern by Microsoft are digitally signed. E.

ﬂ Internet

data packages (...) are digitally signed.




A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems

R.L. Rivest, A. Shamir, and L. Adleman®

Abstract
An encryption method is presented with the novel property that publicly re-
vealing an encryption key does not thereby reveal the corresponding decryption
key. This has two important consequences:

We recommend that n be about 200 digits long. Longer or shorter lengths can
be used depending on the relative importance of encryption speed and security in
the application at hand. An 80-digit n provides moderate security against an attack
using current technology; nsing 200 digits provides a margin of safety against future
developments. This flexibility tfcjoose a key-length {and thus a level of security) to
suit a particular application € a feaYure not found in many of the previous encryption
schemes (such as the NBj

7

against future developments...

...using 200 digits provides a margin of safety
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RSA Laboratories RSA

SECURITY"
RSA-200
Home: Cryptographic Challenges: The New BS54 Factoring Challenge fa Cto red i n
RSA-200 is factored! 2005

RSA Laboratories congratulates the team of F. Bahr, M. Boehm, J. Franke, and
T. Kleinjung for the successful factorization of RSA-200, another one of the

numhbers fram the ariginal RSA Factaring Challenge. Afte r 27 yea rs

AtBA3 hits, B5A-200 is the largest RS5A Challenge Mumber factored to date.

The sieving effort is estimated to have taken the equivalent of 55 years on 3

single 2.2 GHz Opteron CPLU. The matrix step reportedly took about 3 months

on a cluster of 80 2.2 GHz Qpterons. The sieving began in late 2003 and the
v The Hew RSA Factoring matrix step was completed in May 2005, P. Montgamery and H. te Riele atthe

Chall
alenae CWI, and F. Bahr and his family also contributed to the praject.
—The R=A Challenge
Humbers University of Bonn, CWl and BSI provided computing resources.
—The R=A Factoring
Challenge FAC MIF3-years estimates were not immediately available. W
< >

;ELI & Internet



RSA modulus for Windows XP updates
21335625291600027351142759355194209132914767425
69806686481824528580269757158750482716003879286
71881442176600579559348458008149582686912600560
37643469790871613988653520618544234805258949423
41303337560587321365148876038644307534291201297
0548900016706067393246389837/569/515173477457720
76420507479301672647916792373351492517320962556
24512058040654606018480367031118237059907487362
87942617311911125552080600256090090478884806397
71734426254325175122847998160609602132860929278
04353547857716957089864111078798764562591930871
50880165171310668371684892895813617545877499229
98809128927098697538006934652117684098976045960

758751

ST0

617 digits



Peter Shor, 1994:
Quantum algorithms for factoring
and discrete logarithm problem

Quantum computers make RSA, ECC
Insecure

NMR
Quantum computer

In 2001 Chuang et al. factor 15



Quantum immune signatures?
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Call for Papers

Home

Important dates
Call for papers Submission Deadline: June 15, 11pm EST

Motification Deadline: August 1
Program Final submission: August 12

_ Early registration: August 135

Accommodations Conference Date: Oct.17-19
Travel Info

General Information

Original research papers on all technical aspects of cryptographic research related the
future world with large bit quantum computers are solicited. The topics include (but are not
restricted to)

Registration

Contact

Support for Young + public key cryptosystems that have the potential to resist possible future guantum

Researchers computers such as: hash-based Merkle-type signature schemes, lattice based
cryptosystems, code-based cryptosystems, multivariate cryptosystems and

Social Events quantum cryptographic schemes;

+ classical and quantum attacks including side channel attacks on the post-quantum
cryptosystems;




Lattice Based Signatures



Given:

Lattice L C Z"
X € /"
v>1

Find:ve L |[x—v| <7 |x—w]| forallw e L
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Arora et al. (1997):
log(n)¢— CVP is NP-hard for all c

v 1

Not NP-hard

NP-hard

Goldreich, Goldwasser (2000):
Q(nY2 / log(n))-CVP is not NP-hard or coNP C AM



Lattice Signatures

Public Key: Basis of lattice L C Z"
Private Key: Reduced basis of L
Signature:

Message m ﬂ» X = h(m) e Zn solve > Signature velL

CVP

Verification: “

1. Checkv e L Q v R

\ =

2. Accept if v close to h(m)
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GGH (Goldwasser, Goldreich, Halevi 1997)
NTRU-Sign (Hoffstein et al. 2003)

Attack (Nguyen, Regev 2006)

.|.
dLu

re

S



NTRU-251 broken using = 400 signatures
GGH-400 broken using = 160.000 signatures
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Use one-time signature scheme (OTSS):

One (Signature key, verification key) per signature

Hash tree reduces

validity of many verification keys

Public Key

to validity of one public key

Verification Keys



GMSS (Dahmen, Schneider 2008)
based on Winternitz OTS

= 128 bit symmetric security (secure until 2090)

/

S Signature size Signing Verifying
RSA 4440 bit 555 bytes 914.1 msec 13.6 msec
ECDSA 256 bit 71 bytes 9.3 msec 23.8 msec
GMSS 256 bit 3936 bytes 77.3 msec 57.8 msec

Timings obtained using FlexiProvider

on a Pentium Dual-Core 1.83GHz (2*° Signatures)
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GMSS signature size of n-bit hashes is Q(n?):

/o

OTS: Q2(n?) Public key: O(n)  Authentication path:
O(tree depth - n)
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R =Z[x] / <p,f(x)>, m = O(log(n)), a,,...,a,, €R
H: (small elements in R)™ — R

X = (XX > H(X) = 20y @i
Micciancio 2002: If there exists a polynomial-time
algorithm that finds a collision for a random
choice of H then there exists a polynomial time
algorithm that approximates A (L) within a

polynomial factor for every lattice L
corresponding to an ideal in Z[x] / <f>.
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R =Z[x] / <p,f(x)>, m = O(log(n)), a,,....a,,

H: (small elements in R)™ — R
= (Xgyee X)) > H(X) = 25y 3%

Signature Key: x,y € R™ “very small”
Verification Key: (H(x), H(y))

Signature of z € R (”very smal
Verification: H(s) = H(x)z+H(y)
Signature and hash of same size!

III

): S = Xxzty
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Model: Forger is given H, H(x), H(y)
obtains signature s of z of her choice

forges signature s’ of z/, (s,z) # (s',z)

ML 2006: Forging a signature for random H
implies being able to find very short vectors in
ideal lattices

L(I) ={(ag--a@p1) EZ" 2y paaX +<f>c |}
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There are many x'y‘ with
H(x) = H(x%), H(y) =H(y").

(H, H(x), H(y), s, z) yields negligible
information about x,y.

Forger produces signature s’ #xz' +vy

Collision of H:
H(s) = H(x)z* + H(y) = H(xz" + v)

t ) A
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Lyubashevsky and Micciancio present an attack
forn=512



An NTRU-based lattice OTS
Lindner, Ruckert 2008

n,p € P,R=7%Z[x] /<p,x"-1>
Knapsack f,g € R “verysmall”, h =flg
H: (small elements in R)2 — R

(X4,%,) = hx; + x, 1

Collision yields 0 - 0 1
hort vector i hy hoe b
short vector in . h o h, 0

the NTRU lattice

o
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Signing Key: x,y € R? “very smal
Verification Key: H(x-y), H(x+y)
Signature: s = x'y - z(x+y)

Verification: H(s) ; H(x'y) - zH(x+y)

Signature size = 2 * hash size
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Based on SVP in NTRU lattice
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Signature ~ 9 times NTRU decryption
Verification ~ 1 time NTRU decryption

n =397
Signature: 4.5ms

Verification: 0.5 ms
Pentium M 1.6 Ghz, 2GB RAM



Given:

Lattice LC Z"

Find:vel: ||v|| <7 |w| forallw e L\ {0}



Cactnact _C\/D Alanrithmc
1 dOLTOL /y SVIE digUlitiintio

Block Korkine-Zolotarev (Schnorr, Euchner 1991)

Recovers secret key in NTRU lattice of dimension 202
2h on AMD Opteron 2,6 GHz (Coppersmith, Shamir 1997)

Primal/Dual Reduction (Koy, Schnorr 2001)
Sampling Reduction (Schnorr 2004; Buchmann, Ludwig 2005)
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| [ hitp://wenw Jatticechallenge.org/ | T | }l

TU DARMS TAD Tig
LATTICE
CHALLENGE

17.3.2008
Initial setup

We think these lattices represent the

modern lattice reduction algorithms.

We show how these lattice baszes were constructed and give an argument why there
exists @ short vector in each of them [2]. We challenge everyone to try by whatever
means to find this short vector.

References

1. Ajtai: Generating Hard Instances of Lattice Problems, STOC '96

2. Buchmann, Lindner, Rickert: Creating a lattice challenge, to appear

HALL OF FAME

Top 5

First place is awarded to the person/group who first submits a selution to a challenge in a
dimension higher than all that were broken before.
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